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(® Every fact web-verified against primary sources

Two moves in July 2026 sharpened India’s data-sovereignty posture. First, the Indian Cybercrime
Coordination Centre (I4C), under the Ministry of Home Affairs, ordered GitHub to remove the peer-
to-peer Bluetooth chat app “Bitchat” (notice dated around July 23, 2026). Second, the Department
of Telecommunications (DoT), through a framework notified around July 20 and reported on July 24,
2026, barred telecom and communication-infrastructure providers from routing, sharing or

storing certain telecommunication data outside India.

TWO ACTIONS, ONE THEME

Both steps flow from a single idea: data sovereignty, the principle that data generated within a country falls

under that country’s laws and, increasingly, must be physically kept within its borders. The related concept of
data localisation requires operators to store data on servers located inside India. Together, the I4C and DoT
actions show the state asserting control over both who can communicate untraceably and where

sensitive network data may reside.

THE BITCHAT TAKEDOWN

Bitchat is a messaging app that runs over Bluetooth mesh networks. In a mesh design, phones relay
messages device to device, so communication is decentralised and peer-to-peer, working even without

mobile data, the internet or any central server. That resilience is also the problem for investigators.

The I4C told GitHub, the code-hosting platform, to restrict access to Bitchat’s source code and app releases.
Its stated reason was that the architecture enables communication without mobile networks or centralised
servers, which significantly impedes lawful interception, attribution and investigation by law-
enforcement agencies. The concern was heightened by reports that Bluetooth-based apps were being used

during localised internet restrictions.
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The Traceability Challenge

The episode captures the core traceability debate. Law-enforcement agencies argue they need the ability to
attribute a message to a sender to prevent crime, terror financing and coordinated unrest. Digital-rights
advocates counter that mandating traceability or banning resilient, privacy-preserving tools can weaken
security for all users and chill legitimate speech, especially since mesh apps also serve people in disaster zones
or under communication blackouts. A rights-aware reading holds both truths: the state’s security rationale is

real, and so is the risk of over-broad restrictions on general-purpose technology.

THE DOT DATA-LOCALISATION RULE

The DoT notification, issued under the framework of the Telecommunications Act, 2023, requires that
all telecommunication data, logs and information associated with a telecom network be stored

within India, with no copies routed, shared or made available outside the country.

Issuing body Department of Telecommunications (DoT)

Legal basis Authorisation framework under the Telecommunications Act, 2023

Core rule Telecom data, logs and information to be stored only within India

Covered Infrastructure providers, internet exchange points, satellite earth-station gateways, cloud-hosted
entities telecom networks, mobile number portability providers

Objective Data localisation, national security, regulatory oversight

The rule shifts India from a licensing regime to a lighter authorisation regime while tightening where the
underlying data lives. It applies to backbone infrastructure providers rather than to the content of ordinary

user chats, but its intent is unmistakable: keep the plumbing of India’s networks under Indian jurisdiction.

14C’'S MANDATE

The Indian Cybercrime Coordination Centre (I4C) functions under the Ministry of Home Affairs
(MHA) as the nodal body to coordinate the country’s response to cybercrime. It runs the National
Cybercrime Reporting Portal and the 1930 financial-fraud helpline, supports states with technical and
forensic help, and issues takedown and blocking recommendations. Ordering the removal of a tool that

frustrates investigation fits within this coordinating and advisory mandate.
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THE DPDP ACT AND CROSS-BORDER DATA

The legal backdrop is the Digital Personal Data Protection (DPDP) Act, 2023, India’s first
comprehensive personal data law. It follows a negative-list approach to cross-border transfers: personal data
may be sent abroad except to countries the Central Government specifically restricts. Sector-specific rules,
such as the RBI’s payment-data localisation mandate and now the DoT’s telecom-data rule, layer stricter
localisation on top of this general permission. The result is a patchwork in which the most sensitive categories,

financial and telecom data, face the tightest confinement to Indian soil.

BALANCING SECURITY AND RIGHTS

Both actions reflect a legitimate state interest in lawful interception, the legally authorised monitoring of
communications, and in national security. The governance challenge is proportionality: ensuring takedowns
and localisation mandates are narrowly targeted, subject to judicial and parliamentary oversight, and paired
with strong data-protection safeguards so that “sovereignty” does not slide into unchecked surveillance.
India’s official position holds that these steps protect citizens and national security while operating within the

rule of law.

UPSC RELEVANCE

GS Paper 3: Science and Technology; awareness in the field of IT; challenges to internal security through
communication networks; role of media and social networking sites in internal security; cyber security; and

the basics of data protection.
Prelims pointers:

e I4C functions under the Ministry of Home Affairs; it runs the National Cybercrime
Reporting Portal and the 1930 helpline.

e Around July 23, 2026, 14C ordered GitHub to remove the Bluetooth mesh app “Bitchat.”

@ The DOT, under the Telecommunications Act, 2023, barred storage or transfer of certain

telecom data outside India (reported July 24, 2026).
e The DPDP Act, 2023 uses a negative-list model for cross-border personal-data transfers.

® Mesh / peer-to-peer messaging works without central servers, the internet or mobile networks.
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FACTS CORNER, KNOWLEDGEPEDIA

Data localisation requires data to be stored on servers physically located within a country; data
sovereignty subjects data to the laws of the country where it is generated.

A Bluetooth mesh network relays messages phone-to-phone, so it keeps working during internet
shutdowns or in remote areas.

I4C was established in 2018 under the MHA; the 1930 number is the citizen helpline for reporting
financial cyber fraud.

Lawful interception is the legally sanctioned monitoring of communications by authorised agencies
under due process.

The Telecommunications Act, 2023 replaced colonial-era telegraph and wireless laws and moves
India from a licence regime toward an authorisation regime.

Sources: The420.in and The Tribune reports on the I4C order to GitHub (July 23, 2026); Business Standard,
“Gout bars communication infra providers from sharing data outside India” (July 24, 2026);

Telecommunications Act, 2023; DPDP Act, 2023.
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