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(® Every fact web-verified against primary sources

THE LIFT LINE

A machine that can be turned off by a stranger is not a smart product; it is a public risk waiting for a name.
When a Delhi e-rickshaw was disabled mid-route because its Battery Management System (BMS) app
trusted any device that came near it over an unsecured Bluetooth link, the failure was not one driver’s bad
luck. It was a preview of what happens when a country plugs millions of vehicles, meters and appliances into

software it has never inspected.

WHY THIS EDITORIAL MATTERS FOR YOUR EXAM

Cybersecurity in the UPSC syllabus is usually taught through the frame of critical infrastructure, banking and
defence networks. This editorial forces you to move one layer closer to the citizen, to the connected consumer
device, and to see that the everyday Internet of Things (IoT) is now a governance and internal-security

question, not a gadget-review question. That shift, from protecting the grid to protecting the gadget, is exactly

the kind of contemporary lens examiners reward.

GS Paper 3: Cyber security, the challenge of newer technologies, and basics of cyber-physical systems form a
standing theme, and connected mobility sits squarely inside it. GS Paper 2: The governance angle covers
regulation, standard-setting and the capacity of institutions like CERT-In and BIS to enforce safety. For
Prelims, hold the specifics: CERT-In is the national nodal agency for cyber incidents and functions under
the Ministry of Electronics and Information Technology (MeitY); its 2022 directions mandate
reporting of specified cyber incidents within 6 hours; the Bureau of Indian Standards (BIS) is the
national standards body under the Consumer Affairs Ministry; and the Digital Personal Data Protection
Act, 2023 governs personal data, including data thrown off by connected devices. For Mains, the argument
is a policy proposition you can deploy: security has to be designed into the product and its supply chain, not
bolted on after the breach.
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BACKGROUND AND CONTEXT

A cyber-physical system is one where software directly commands a physical object, so a line of faulty or
hostile code becomes a moving, charging or overheating thing in the real world. An electric vehicle battery is a
textbook case. Its BMS controls charging, discharging, cell balancing and thermal cutoffs, and modern packs
expose this to a mobile app so owners can check charge and range. The convenience is real. So is the exposure.
If the app authenticates weakly, or if the wireless channel is unencrypted, anyone within range can send

commands the pack was built to obey.

The Delhi incident followed this script. The attacker did not breach a data centre; he simply spoke to the
vehicle in a language it trusted without asking who was talking. India is unusually vulnerable to this pattern
because a large share of battery packs, controllers and wireless modules in the low-cost EV and appliance
market are imported, including from Chinese suppliers, and the firmware inside them is rarely audited

by the Indian firms that assemble and brand the final product.

THE CORE ARGUMENT / ISSUE

The attack surface is the supply chain, not just the app

The visible app is only the last link. Behind it sits firmware from a chip vendor, a communication stack from a
module maker, and cloud services from a third party, each written by someone the buyer never meets. This is
the problem of software supply-chain security: a defect or backdoor introduced anywhere upstream ships
silently into the finished product. India assembles far more connected hardware than it designs, so it inherits

vulnerabilities it did not create and cannot see.

Security is treated as a feature, not a requirement

In a price-sensitive market, security loses to cost. Default passwords, open Bluetooth pairing and unencrypted
links are cheaper to ship than hardened designs, and because no mandatory standard blocks them, they reach

the customer. The market rewards the corner-cut until an incident makes the failure public.
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The regulatory net has gaps at the device layer

INSTRUMENT WHAT IT COVERS THE GAP FOR CONNECTED DEVICES
CERT-In directions Incident reporting, 6-hour Reactive; reports breaches after they occur
(2022) rule

DPDP Act, 2023 Personal data protection Focuses on data, not device or firmware safety
BIS standards Product quality and safety Limited mandatory cyber-security specification for

consumer IoT
EV/battery safety Thermal and electrical Physical safety, not cyber-command integrity

norms safety

The table shows the shape of the problem. India has instruments for data, for incidents and for electrical
safety, but no single mandatory standard that says a connected product must refuse commands from an

unauthenticated stranger.

HOW TO THINK ABOUT THIS (ANALYTICAL FRAME)

Read this through a secure-by-design versus secure-by-patch lens. Secure-by-patch assumes flaws will
be found and fixed later, which works for a laptop that updates weekly but fails for a cheap rickshaw that may
never receive an update. Secure-by-design assumes the device must be safe out of the box because it will live
untouched for years. A second frame is trust boundaries: every point where the device accepts an external
command is a boundary that must verify identity, and the Delhi failure was simply a boundary that verified
nothing. Hold both frames and the policy conclusion writes itself. When the physical stakes are high and the

update path is weak, the standard must be enforced at manufacture.

THE DIAGRAM IN WORDS

Imported firmware and modules -> assembled and branded in India -> connected battery
with app control -> unsecured wireless trust boundary -> stranger sends command ->

physical device disabled -> public safety and internal-security risk

WAY FORWARD

o Mandate baseline security standards through BIS. Make a consumer-IoT and connected-
battery security specification mandatory, covering unique credentials, encrypted communication

and authenticated command channels, so insecure devices simply cannot be sold.

2] Require software bills of materials. Ask manufacturers to declare the firmware and modules

inside a product, so supply-chain risk becomes visible and auditable rather than hidden.
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o Extend CERT-In from reactive to preventive. Pair the incident-reporting regime with pre-

market vulnerability testing and a coordinated disclosure channel for connected consumer products.

® Build domestic testing and trusted-component capacity. Invest in certification labs and
incentivise indigenous, auditable battery-management and communication modules to reduce

dependence on unverified imports.

PYQ LINKAGE AND PRACTICE

UPSC has repeatedly probed cyber security and emerging technology risk, including the 2022 GS3 question on
cyber security in the context of critical infrastructure and the recurring theme of digital threats to national
security. This editorial lets you refresh the argument at the consumer-device layer, which is where examiners

are increasingly pointing.

Practice question: Connected consumer devices have turned software vulnerabilities into physical safety
risks. Examine the adequacy of India’s current regulatory framework for cyber-physical security and suggest

measures to secure IoT and connected-battery supply chains. (15 marks, 250 words)

Sources: The Indian Express, CERT-In, MeitY, Bureau of Indian Standards
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