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THE LIFT LINE

The wall around a nuclear plant is only as strong as the smallest vendor who holds a key to the gate.

WHY THIS EDITORIAL MATTERS FOR YOUR EXAM

Cybersecurity of critical information infrastructure has moved from a niche technology topic to a
mainstream governance question, and the reported ransomware breach of a contractor linked to the
Kudankulam Nuclear Power Plant is exactly the kind of case an examiner loves. It braids together three
themes UPSC repeatedly tests: the resilience (https://ujiyari.com/vocab/resilience/) of vital installations, the
adequacy of India’s regulatory architecture, and the tension between operational secrecy and public
accountability. The plant’s safety-critical control systems are air-gapped and were not touched; what leaked
was a contractor’s administrative data. That distinction is the heart of the answer, because it forces you to

explain supply-chain risk rather than reach for alarmist conclusions.

GS Paper 3: internal security challenges through communication networks, the role of media and social
networking sites in internal security, basics of cyber security, and money-laundering-adjacent digital threats.
GS Paper 3 (Science and Technology): awareness in the field of IT and protection of critical assets. For
Prelims, hold the specifics: CERT-In (Indian Computer Emergency Response Team) functions under
MeitY and its April 2022 directions mandate (https://ujiyari.com/vocab/mandate/) reporting of specified cyber
incidents within 6 hours of noticing them; the National Critical Information Infrastructure
Protection Centre (NCIIPC) operates under the National Technical Research Organisation
(NTRO) and was created under Section 70A of the Information Technology Act, 2000; the Digital
Personal Data Protection Act, 2023 (https://ujiyari.com/legislation/dpdp-act-2023/) imposes breach-

notification duties on data fiduciaries; the Kudankulam Nuclear Power Plant in Tamil Nadu uses
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Russian VVER reactors and is operated by NPCIL; a 2019 malware incident (DTrack) at Kudankulam is the

acknowledged precedent; Eor- Mains;. arguethat.a matune eyber: pesture issmeasuredmot by whether breaches
occur but by how fast they are disclosed and contained.

BACKGROUND AND CONTEXT

In 2019, malware identified as DTrack was found on the administrative network of the Kudankulam plant.
NPCIL initially denied any intrusion before confirming that a single infected machine on the non-critical
network was affected, while insisting the reactor control systems remained isolated. The pattern of that

episode, an early denial followed by a narrower admission, is the reason the latest report resonates.

The current case, as reported, involves a ransomware group exfiltrating a large trove of files from a third-
party contractor associated with the plant. The contractor held administrative and procurement records rather
than reactor telemetry. Critically, the disclosure reportedly came weeks after the intrusion, surfacing through
the attacker’s leak site rather than through any official notification. That lag is the governance failure worth

interrogating, because India already has, on paper, one of the world’s tightest reporting timelines.

THE CORE ARGUMENT / ISSUE

The threat has moved to the supply chain

Attackers no longer batter the front door of a hardened facility. They compromise the contractor who supplies
bolts, the vendor who maintains HVAC systems, or the consultancy that drafts procurement files. These third
parties often hold sensitive metadata about the installation, layouts, staffing, equipment specifications, while
operating on ordinary corporate networks with ordinary defences. The Kudankulam breach did not endanger
the reactor, but leaked procurement and personnel data is itself an intelligence asset for a hostile actor

mapping the facility.

The disclosure gap

India’s headline rule is aggressive: CERT-In’s 2022 directions require reporting within 6 hours. Yet the rule
binds the entity that suffers the incident, and enforcement against small contractors is weak. When a vendor
two steps removed from NPCIL is breached, it is unclear who must report, to whom, and by when. The result

is a silence that serves attackers.
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INSTRUMENT AUTHORITY CORE OBLIGATION

Ujtyari Current Affairs - ujiyari.com - Free Dally Current Affairs tpr UPSC & State P
IT Act 2000, Section NCIIPC under NTRO Protect notified Critical Information
70A Infrastructure
CERT-In Directions CERT-In under MeitY Report specified incidents within 6
2022 hours
DPDP Act 2023 Data Protection Board Notify Board and affected persons of
personal-data breaches
Nuclear sector norms NPCIL / AERB (https://ujiyari.com/terms/aerb-at Air-gap and isolate safety-critical
omic-energy-regulatory-board/) systems

Air-gapping is necessary but not sufficient

Isolating reactor control from the internet is genuine protection and it worked here. But an air gap says
nothing about the ecosystem of contractors whose data breaches can still cause strategic harm. Treating the air

gap as the whole answer breeds complacency about everything outside it.

HOW TO THINK ABOUT THIS (ANALYTICAL FRAME)

Frame the issue as concentric rings of trust. The innermost ring, the safety-critical control system, is air-
gapped and best defended. The next ring is the plant’s own administrative network. The outer ring is the
sprawling web of vendors and contractors. Security spending concentrates on the core, but the attack surface
expands outward, and the outer ring is both the largest and the least governed. A resilient regime must push
mandatory standards outward along the supply chain, not merely fortify the centre. Pair this with a disclose-
fast principle: the cost of a breach is not fixed at the moment of intrusion; it compounds with every day of

silence.

THE DIAGRAM IN WORDS

Vendor network breached -> contractor admin data exfiltrated -> weeks of non-disclosure
-> attacker leak site reveals it -> reputational and intelligence loss (reactor air-gap

holds) -> reform: extend CII standards + time-bound disclosure to the supply chain

WAY FORWARD

® pxtend CII obligations down the supply chain. Any contractor holding sensitive data about a
notified critical installation should be brought within NCIIPC’s baseline security standards, with

contractual audit rights for the operator.
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2 Make breach disclosure time-bound and unambiguous. Clarify that the 6-hour CERT-In
clock applies tgiyendors oficritical assets,andmandate that:the operator{NPCIL here) be notified

simultaneously so silence is not an option.

® Mandate vendor cyber-hygiene as a procurement condition. Tie eligibility for contracts on

critical projects to demonstrable controls, encryption of data at rest, and periodic third-party audits.

O Build a graded, honest public-communication protocol. Confirm quickly that safety-critical
systems are unaffected while acknowledging the administrative breach, rather than defaulting to

denial that later erodes trust.

PYQ LINKAGE AND PRACTICE

This connects to UPSC 2022 (What are the different elements of cyber security? Keeping in view the
challenges in cyber security, examine the extent to which India has successfully developed a comprehensive
National Cyber Security Strategy) and 2017 (Discuss the potential threats of cyber attack and the security

framework to prevent it). The supply-chain angle is the fresh dimension examiners are moving toward.

Practice question: “The security of critical information infrastructure is only as strong as its weakest
vendor.” In light of recent breaches affecting contractors of vital installations, examine the gaps in India’s

cyber-incident disclosure regime and suggest reforms. (15 marks, 250 words)

Sources: CERT-In Directions, MeitY (https://www.cert-in.org.in/), NCIIPC (https://nciipc.gov.in/), The Hindu (https://

wwuw.thehindu.com/)
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