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🎤
INTERVIEW ANGLE

"Where do you draw the constitutional line between the state's legitimate need to prevent tax
evasion and the citizen's right to informational privacy — especially when digital devices
contain intimate personal data far beyond financial records?"

🗞️  WHY IN NEWS

The Supreme Court is hearing Vishwaprasad Alva v. Union of India (2026), which challenges whether

Section 132 of the Income Tax Act — originally designed for physical premise searches — can constitutionally

extend to searches of smartphones, laptops, and cloud storage. The Hindu editorial of March 3, 2026 argues

the 1974-era framework is wholly inadequate for the digital age.

THE EDITORIAL’S ARGUMENT

The Hindu makes a carefully structured constitutional argument:

1. Section 132 was drafted for physical searches of physical premises. When Parliament enacted

Section 132 of the Income Tax Act in 1961 (amended 1974), digital devices did not exist. Extending it to

smartphones and cloud accounts by executive interpretation — without fresh legislative mandate — stretches

the provision beyond its constitutional intent.

2. The Puttaswamy doctrine requires proportionality tests for digital intrusion. The Supreme

Court’s landmark 9-judge ruling in K.S. Puttaswamy v. Union of India (2017) held that informational privacy

is a fundamental right under Article 21. Any state intrusion must satisfy the proportionality test: legality

(law must exist), legitimate aim, proportionate means, and procedural guarantees.

3. Digital searches are categorically different from physical ones. A smartphone contains not just

financial data but intimate communications, medical records, photographs, and metadata about the user’s

entire life — far beyond what any tax search legitimately needs. Treating it like a filing cabinet is
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constitutionally indefensible.

THE CONSTITUTIONAL FRAMEWORK

The K.S. Puttaswamy judgment (2017) — a nine-judge bench — unanimously held that:

Privacy is a fundamental right under Part III (primarily Art. 21, but also Arts. 14 and 19)

Informational privacy — control over personal data — is a core component

Any state intrusion must satisfy the three-pronged test: (1) legality — must have legal basis; (2)

legitimate state aim; (3) proportionality — least restrictive means

Section 132, Income Tax Act, 1961 authorises Income Tax authorities to:

Enter and search premises

Seize “books of account, other documents, money, bullion, jewellery, or other valuable article”

“Other documents” — being interpreted to include smartphones and cloud storage

The editorial argues “other documents” in a 1974 context could not have meant digital data, and courts should

apply strict construction (not expansive interpretation) to provisions that restrict fundamental rights.

Digital searches violate informational privacy under Puttaswamy

The proportionality requirement is not met — general search of an entire device is

disproportionate when only specific financial records are being sought

Privileged communications (lawyer-client, doctor-patient) on a phone deserve absolute protection

that Section 132 provides no mechanism for

No judicial prior authorization is required before digital searches — unlike in many democracies

Existing safeguards (presence of witnesses, panchnama, magisterial oversight) remain adequate

Digital evidence is uniquely volatile — can be deleted remotely — justifying anticipatory search

without prior judicial approval

Section 132’s “other documents” reasonably extends to digital records

Right to Privacy — The Puttaswamy Foundation

Section 132 — The Provision Under Challenge

The Petitioner’s Argument (Vishwaprasad Alva)

The Government’s Counter
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SUGGESTED SAFEGUARDS (THE EDITORIAL’S RECOMMENDATIONS)

The editorial proposes specific statutory/regulatory reforms:

Safeguard What It Would Require

Particularised scope Search warrant must specify categories of documents sought — not blanket device

access

Necessity threshold Authorities must demonstrate why digital evidence cannot be obtained through less

intrusive means

Temporal limits Time-bound access; copies of seized data must be returned or destroyed after

proceedings

Privileged data

protection

Mechanism to screen and exclude attorney-client privilege, medical, and marital

communications

Judicial reviewability Prior judicial authorisation for digital searches (as in UK’s PACE Act, US’s Riley v.

California)

USA — Riley v. California (2014): Supreme Court unanimously held that police cannot search a

cell phone without a warrant; “the digital age” requires a different constitutional analysis

UK — PACE Act 1984: Requires specific judicial authorization for computer searches

Germany: Constitutional Court held that digital data attracts highest-level protection under Basic Law

International Parallels
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UPSC RELEVANCE

Section 132 ITA; K.S. Puttaswamy v. UoI (2017) — 9-judge bench; informational privacy;

Vishwaprasad Alva v. UoI (2026); proportionality doctrine.

MAINS GS-2:

Fundamental rights — privacy in digital age; judicial interpretation of statutory provisions; digital

governance.

MAINS GS-3:

Data protection, cybersecurity law, digital evidence.

GS-4 / ESSAY:

“The laws of the physical world cannot be simply transposed onto the digital world.”

📌  FACTS CORNER — KNOWLEDGEPEDIA

PRIVACY — CONSTITUTIONAL FRAMEWORK:

SECTION 132 — INCOME TAX ACT:

DIGITAL DATA PROTECTION:

OTHER RELEVANT FACTS:

Source: The Hindu, Vajiram & Ravi

Art. 21: Right to Life and Personal Liberty; extended by SC to include right to privacy

K.S. Puttaswamy v. UoI (2017): 9-judge bench; unanimous; privacy = fundamental right

Proportionality test: Legality + Legitimate aim + Proportionate means + Procedural guarantees

Informational privacy: Control over personal data; a component of Art. 21 right to privacy

Authorises: Search, seizure of documents, books, valuables during tax investigation

Original scope: Physical premises, physical documents

Current controversy: Whether “other documents” = smartphones, laptops, cloud storage

Challenge: Vishwaprasad Alva v. Union of India (2026) — SC pending

DPDP Act 2023: India’s data protection law; primarily covers personal data processing; limited coverage of
state surveillance

IT Act 2000, Section 69: Government surveillance powers — interception, monitoring, decryption

Riley v. California (US, 2014): Cell phone = mini-computer; requires separate warrant

India does NOT yet have a dedicated law regulating government access to digital devices during searches

Puttaswamy established a 6-part test for privacy (expanded from 3-part) — detailed in concurring judgments

SC in Gobind v. State of MP (1975) had earlier recognised a limited right to privacy — pre-Puttaswamy
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